
Business–Driven Risk Analysis for 
a Seamless Experience

End to End User Access Review
High Risk Application



More effective and meaningful Review governance processes

REDUCING THE RISK & COMPLEXITY

Reduce Volume of Decision 

Making

Improve Risk Awareness

Outliers / Rogue Access

• Display High Risk items / Violations Upfront
• Highlight Privileged Access
• Previous Access Removed is Back

• Common Access Across My Users
• Recently Approved Items (30d)
• Unchanged Access from Last N Reviews

• Access that Others Don’t Have
• Highlight Unauthorized Change
• Policy Violations

Use Cases



User Research Assets
Recordings from User Interview Sessions

Analysis: cutting User Interview and
User Testing recordings into bite-sized chunks 
by theme for everyone to consume is 
invaluable. Finding recurring Issues and themes 
of joy and dissatisfaction is easier to convey
and consume.

Reporting: A concise report of overall
profiles leads to better understanding by
stakeholders. Just like developing questions with
everyone’s input, easy to digest reporting puts
people at ease and develops confidence in the
UX recommendations and direction.



Process and What was Accomplished

3-pronged Ongoing Approach to UX engagement
• User Interviews/Usability Testing: 6 clients/companies
• Customer Experience Working Groups: Clients, internal Pre-Sales & Support
• RSA Link presence to create UX community interaction/engagement

Metrics: What was Learned from User Research
• Success through confidence
• Investigative Knowledge and Ability
• Reliable, clear system feedback



Metrics: What was learned from User Research

• Intuition is found through confident interaction.
• Revealing discrete elements of information while a task is pursued allows

the achievement of goals (completion and moving on). The uber persona is a 
Sherlock Holmes type looking for clues, cues, and
 The removal of redundant elements
 Elevating and combining detail in context
 A centralized call to action with refined context based on selection
 Reliable feedback that can be built upon with analysis details and visualization 

rollups
 Enhancement to the experience and a scalable design



Popup

Scatter Plot

Page

Bar Chart

Badges

• Which one do you like the most and why?

• Which one do you like the least and why?

• Are there alternatives or combinations of
some or all of the five that you can think of?

• For the design you like the best, what about
it resonates most with you? What was it
you liked about it?

Analysis Possibilities Summary



The home page will remain the same as 
we incrementally build out the new 
experience



First design focus is on User Access 
Reviews



Internal Use - Confidential

Small footprint status with more meaningful impact.

First column: Review items prioritized by 
business-driven risk assessment from 
the system.



Internal Use - Confidential

Discrete tooltips offering succinct 
incremental information



Internal Use - Confidential

Access risk at the fingertips of the user



Internal Use - Confidential



Internal Use - Confidential

Selection from Analysis pars table list 
down to just focus on the selected risk 
element.



Internal Use - Confidential



Internal Use - Confidential

Focused action area provides confidence 
in context-focused selection results.



Internal Use - Confidential

Additional selections for action continue 
to refine and provide direct pathways to 
task completion.



Internal Use - Confidential

Submit button only becomes active for 
task completion when all parameters 
are fulfilled. In this case, comments 
must be added.



Internal Use - Confidential

True Inbox/Outbox type methodology 
reinforces confident progress by moving 
submitted items to the Complete view.



Internal Use - Confidential

Dynamic tooltips provide an uncluttered main 
display while still providing quick interaction for 
incremental investigation.



Internal Use - Confidential



Internal Use - Confidential



Internal Use - Confidential



Internal Use - Confidential



Internal Use - Confidential

Easy access and defined location for 
switching from Active view to see what 
has been completed.



Internal Use - Confidential



Internal Use - Confidential

Iconography updates provide current state of 
review items, here showing what has been 
revoked and maintained.



Internal Use - Confidential

Easily accessible tooltips show last state and 
information  for who acted on the review item



Internal Use - Confidential



Internal Use - Confidential



Internal Use - Confidential



Internal Use - Confidential

Context specific  filter refinement and 
grouping provides a clear path directly 
to the information users are looking for.



Internal Use - Confidential

Pressing Enter returns a card to the 
respective field for a defined results 
approach.



Internal Use - Confidential

Multiple card selection provides 
grouping.



Internal Use - Confidential



Internal Use - Confidential

Affecting other field filtering works in tandem with previous 
column filtering entries to refine investigation and 
expanded column grouping capability.



Internal Use - Confidential



Internal Use - Confidential



Internal Use - Confidential

Accordion style rows with succinct information about 
row item of focus allows detailed information view 
without journeying to another page or launching a large 
popup where multiple, meaningless clicks must be 
employed to return to the larger lists. The user still has 
control of the expanded panel and can, if desired, pop 
the panel out (arrow top right-hand corner) for personal 
choice of viewing and working style.



Top takeaways from research sessions

• Better looking UI. Much more understandable. Fresher.

• Customers should be able to create their own analysis buckets.

• Customers should be able to refine their investigation in the UI and save sets.

• When are we going to see an actual UI?
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